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Health caretoday dependson avast array of high-technology devicesand
systems. Located in hospitals, outpatient clinics, physician offices,
laboratories, pharmacies, and patients homes, many of these devicesand
systemsare highly dependent on embedded microprocessors and/or
computers. Thistechnology includesnot only medical devicesusedinthe
diagnoss, treatment or monitoring of patients, but also building systemsthat
support theclinica environment and information technol ogy to manageand
track critical patient information and businessfunctions.

ThisGuidebook was devel oped to assist health carefacilitiesaswell as
community organizersin managing the complex Year 2000 problem. The
ultimate goal isto encourage health care organizationsto conduct athorough
review of their biomedical equipment and sharefindingswithin and across
organizations. Thestrategized approach will carefully lead individud facilities
through assessment and compliance conversion of their medical devicesand
systems. Implementation should not belimited to the suggestionsinthis
Guidebook; additional toolsand resources have been provided to further
explore possible disruption posed by the Millennium Bug. Timeisof the
essence. Ashedlth careproviders, we have aduty to ensurethat our
patientsare safefrom Year 2000 riskswhen the clock ticksforward to the

21% century.
Kﬁdw Ms—

Kenneth W. Kizer, M.D., M.PH.
Under Secretary for Health, Department of \eterans Affairs
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Thisguidebook describes practical approachesto
managing Year 2000 complianceissuesfor medical
equipment used inyour hedlth careorganization. Itis
organized into four mgjor chapters:

* Awareness—describesand communicates
the scope of the Year 2000 complianceissues
for medical devicestofacility staff.

* Assessment —combinesavailable compliance
information with theloca medica equipment
inventory and tracksrequired action.

» Renovation/l mplementation — describes
action(s) necessary to correct identified Year
2000 problemsfor medical devices.

» Validation — describes action(s) necessary
to assureimplementation iseffective, including
contingency planning.

These chapters, plusthe detailed Appendices, will
lead individud facilitiesthrough athorough assessment
of their medical deviceinventory and providean
ongoing meansof tracking and insuring that corrective
actionsaretaken when required.

- Executive Summary

For consistency of application, each chapter is
dividedintothree sections:

*  Objective—describestheintent of the
subject chapter asit appliesto Year 2000.

» Strategy —describeswhat approaches may
be employed to implementing the objective.

e Toolsand Resources—describesthetools
and resources availableto accomplisn the
objective.

Thisguidebook was developed by VeteransHealth
Adminigtration (VHA) biomedica engineersand Year
2000 project staff, who have successfully used
existing resources and their inventory systemto assess
their facility’ smedical equipment inventory and plan
corrective actions, including replacement equipment
and contingency planning.

Currently, thegtuation isencouraging, with trends
showing that most medical devicesare Year 2000
compliant. Thesedevicesare expected to function
properly with thechangeinthemillennium. Thereare,
however, till asignificant number of devicesthat must

Year 2000 Medical Device Assessment—ii



beidentified, prior to the Y ear 2000, becausethey
will requirecorrectiveaction. Although thetechnical
issue may not be assignificant asfirst envisioned, the
management chalengeisnow paramount and requires
hedlth care organizationsto thoroughly identify,
document, and track Y ear 2000 compliance statusfor
medical equipment inventories. Itisanticipated that
thisguidebook and thereferencesincluded will assist
with accomplishing thistask.

Year 2000 Medical Device Assessment—iii
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Objectives

This guidebook will focus on strategies and tools
for managing Year 2000 compliancefor medical
equipment inyour health careorganization. It has
been devel oped by the VeteransHealth

Adminigtration (VHA), which seeksto make available

itsexperience so asto assist other health care
organizations.

Theintent of theguidebook istwofold: first, to
provide current information for health care managers
to properly present the problem; second, to define
toolsand resourcesthat technica staff in health care
organizationswill requireto addressthe Year 2000
problem. Technical staff alone cannot solvethe Year
2000 problem.

In many ways the Year 2000
problem, with respect to biomedical
devices, is more a management
challenge than a technical issue.

The Problem

Itisironicthat the sametechnology soinstrumental in
many advances of modern health care now threatens
patient care at the start of the 21% century. High-
speed computers make possible such devicesas

~Introduction

Computerized Tomography (CT) and Magnetic
Resonancemaging (MRI) systems, both of which
have been readily adopted as standards of care.
Furthermore, embedded microprocessorsarefound
inavariety of critical devicessuch asimplanted
pacemakersor emergency defibrillators. Thereisan
increasingly helghtened concern from caregivers,
patients, and the bus ness organizations with whom
they interact for the continued and safe operation of
modern medical equipment upon the change of the
calendar to January 1, 2000.

Like other typesof deviceswith software
dependencies, many medical devices have
inherited design features that result in two digit
representations for the current year - i.e., 98 for
1998. Thisis aholdover from previous design
strategies when data storage was a premium and
design measures were implemented to maximize

limited memory.

The Year 2000 concernisthat adevice may not
correctly recognize 00 asrepresenting the Y ear 2000,
instead interpreting the date as 1900 or some other
year, such astheyear the devicewasoriginally
designed. These unexpected dates can causethe
deviceto operateincorrectly, to provideincorrect

Year 2000 Medical Device Assessment—1
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printouts, or to ceaseto function. Theproblem can
affect computationsthat cal culate age, sort by date,
compare dates, or perform other speciaized date-
related tasks. For example, anincorrect sequencein
the output of ablood gasanayzer could cause
confusionin diagnosisand trestment planning. An
incorrect age ca culation, whichisthen stamped on an
automated chest X-ray, could causeamisdiagnosis.
Many health care systemsare subject tothe Year
2000 problemincluding: 1) information systems; 2)
building systems such aselevators, heating, ventilation
and air conditioning, and security control systems; and
3) billing and accounting systems. Thesesystems
must be thoroughly checked, repaired or replaced as
required.

The Year 2000 problem posessignificant challenges
for al federal, state, and local health care
organizationsand the direct patient carethey provide.
Hedlth care organizationsown and operate
sophisticated facilitiesand equi pment that rely on
embedded microprocessors and/or other software
dependencies. All such equipment itemsare potential
candidatesfor failure or other operating errorswhen
the date changes from December 31, 1999t0
January 1, 2000. Each organization’ sinventory is
diverseand rangesfromreatively smpledevices,
such as suction machines and sphygmomanometers,
to complex systems such as cardiac catheterization
|aboratories.

It isa soimportant to notethat the mgjority of issues
identified for non-compliant devicesinvolvean
incorrect date stamp on ahard copy printout. Many
times, thewrong datein the stamp or printout does
not pose a seriousimpact to patient health and safety.

Thetrendin VHA for medical equipment and Year
2000 implicationsiscons stent with findingsfrom
other outside hedlth care entities. “Most deviceswill
be unaffected by the Y ear 2000 problem and will
operate properly including tracking of timesand

dates, with the changeto theyear 2000. Thisis
because genera -purpose microprocessors and most
medica device-specific application software or
instruction setsare not likely to incorporateadate
field. And many timetracking microprocessorsuse
duration, rather than date, for their calculations. In
addition, more recent equipment will have been
designed to avoid the Y ear 2000 problem.”*

Asaresult of continued public pressure through
public hearingsand congressiond interest,
manufacturers compliance numbersare continualy
changing. Inrecent months, the number of non-
responsive manufacturers has decreased because
manufacturers have been morewilling to releasethis
information to the Food and Drug Administration
(FDA) website.

The Year 2000 problem for medica equipment is
beginning to be recognized asmore of amanagement
challengethan apurely technica issue. Theremust be
awell documented and supported effort to assure
patientsthat all prudent actionshave beentaken. Itis
anticipated that thisguidebook and other resources
referenced will beuseful inachieving thisgod.

Determining Compliance Status

To determine the compliance status of amedica
equipment inventory, it isimportant to communicate
with manufacturersand solicit dataasearly as
possible. Follow-up with manufacturersisessentid to
ensurethat the manufacturers assert the Y ear 2000
complianceof their products. Thefollowing are some
scenariosthat could occur onceamanufacturer is
contacted:

* A manufacturer could reply that al of its
products are Year 2000 compliant, meaning
there should be no problems because the
device doesnot rely on date coding or theissue
has already been addressed;

LECRI, “ Medical Devices and the Year 2000 Problem” , Health Devices, December 1997, \ol. 26, No.12.
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A manufacturer could report that some models
of equipment or devicesarenot Year 2000
compliant and are no longer supported by the
manufacturer. These modelscould be
considered obsol ete and not ableto befixed by
themanufacturer, even though in many casesthe
deviceisdtill functiona and commonly used;

A manufacturer could state that itsdevicesare
not currently Year 2000 compliant, but that it
intendsto repair or otherwisefix thedevice. In
these cases, the manufacturer usually doesnot
reveal how the'Y ear 2000 compliancewill
affect thefunction of the device or how tofix

the device, sincethe manner inwhich the
manufacturer will providethefix varieswiddly;
or;

A manufacturer could report that it isstill
performing analysesof its products and does
not know if itsproduct is Year 2000 compliant.

Bewarethat some manufacturers may have goneout
of business, have been acquired by another company,
return requests back labeled “ return to sender,” or
simply not respond to requestsfor information. When
thisoccurs, look to the FDA website or other
comparablewebsitesto seeif themanufacturer has
provided product information to other organizations.

Year 2000 Medical Device Assessment—3
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Ten Questions Hospital and Health System Management Should Be Asking

1. Are we one of the health care organizations that have not started their Year 2000 assessment?

» Atthis document’s printing, there are less than 400 days until the Year 2000. Calculate
the exact number of days left on the day you read this message.

3
3

3
3

A tight timetable is required for a thorough compliance workplan — the workplan will be
affected by updates/upgrades and must be flexible enough to accommodate necessary
schedule delays

Resources are going to be harder to find as Year 2000 approaches

« No systems are immune — even new systems:

o o o
0 e o

3
3

Only 50% of computer equipment sold in 1997 was compliant

Only 75% of computer equipment sold in 1998 will be compliant

Even some common programs are not fully compliant

Even a computer that has been carefully prepared for the Year 2000 can be undone if it
electronically exchanges data with one that isn’t “bug” free

2. Isourassessment enterprise-wide, or just focused on information technology?

» |dentify alternate sources for non-compliant and conditionally compliant devices whose
status has not been identified

» Establish a correspondent relationship with another local hospital; this anticipates a
potential supplier in the event that the normal suppliers are incapacitated

» Examples of possible Year 2000 vulnerabilities:

RS S S}
Qe e e o

3
3

Telecommunications
HVAC systems

Elevators

Medical devices
Automobiles/Ambulances

3. How are our key vendors dealing with compliance issues?

» Beware of the ripple effect. The problem may appear to have been solved, but have the
following companies been contacted:

o o o
0 e o

3
3

Utility companies

Banks

Payroll companies

Key suppliers (blood, food, pharmaceuticals, medical and surgical devices, utility
companies)

4. Will our key players be affected by Year 2000 compliance?

* Year 2000 issues could cause an interruption of payments or change previously
standardized forms
» Electronic Data Interchange (electronic commerce)

4—Year 2000 Medical Device Assessment
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Ten Questions Hospital and Health System Management Should Be Asking (continued)

5. Have we budgeted enough to solve the problem?

When was the last IT project that came in under budget?

Federal Express —a company that is very up-to-date technologically — spent half a billion dollars on
solving its Year 2000 problems

Costs will increase dramatically as the Year 2000 approaches:

< Analysts indicate programmers salaries will double every six months between now and the
Year 2000

% The Financing Accounting Standards Board (FASB) has stated that the cost to create a Year
2000 Solution will have to be expensed in the year such changes are incurred — and not
capitalized

Year 2000 spending per health care organization ranged from $158 thousand to $45 million in 1997
alone
Average 1997 Year 2000 budget for health care organizations was $4.7 million

6. How will we obtain/retain key Year 2000 compliance staff?

Expect turnover before Year 2000 - given that the typical Chief Information Officer (Cl1O) remains only
two years
Key compliance staff could be recruited to ensure adequate staffing needs are met

7. How are we communicating our compliance status to our community and using public?

Community and users need to be reassured that the health care organization will comply
Expect media inquiries on compliance status

8. Is Year 2000 compliance a requirement on all purchases?

Document the requirement on all potentially vulnerable new purchases

9. How can we minimize legal liability?

Keep your board informed, create a steering committee, show due diligence on solving the problem
Take advantage of the free flow of information on data collection and testing made available as a
result of the Year 2000 Information and Readiness Disclosure Act (P.L. 105-271) recently sighed

by President Clinton

10. What is your backup plan?

The U.S. General Accounting Office (GAQO) has produced guidebooks on contingency planning.
For more information, see GAQO’s website at www.gao.gov

Assume what you believe to work will partially fail

Test your contingency plans

*The above information was modified from the American Hospital Association’ s
“Year 2000: Mission Critical” Ten Questions List (June 1998)

Year 2000 Medical Device Assessment—5
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Objectives and Strategy

The objective of thissectionisto describeand
communi cate the scope of the Year 2000 problem for
medica equipment and to define an effective approach
to tacklethe problem. Critical to the successof this
project is management support, team organization, and
assignment of rolesand responsbilities. A sustained
effort will be essentid through the Year 2000 to ensure
the continued delivery of health care and the continuity
of business.

Some equipment may operate erroneously or not
operate at all after December 31, 1999. Widespread
falureof critical careand life support equipment clearly
posesasignificant risk to public health and safety and
would be catastrophic. Thisistheworst case scenario,
however, action must be taken toidentify equipment at
risk to determinethe necessary corrective actionsand/
or required contingency planning.

Other deviceswill experience operating errorsthat are
not critical, but nevertheless must be addressed. For
example, itispossiblefor some ECG machinesto
operate correctly in representing and interpreting
electrocardiograms, but not print the correct dateon a
hard copy printout. Whilework-around solutionsto this

“Awareness

can beimplemented, it clearly doesnot posethe
samekind of risk to public health and safety.

Approaches

Establish Roles and Responsibilities

Establish a
Year 2000

Project Office

Establish a
Medical Device

Expert Team

Identify a Year

2000
Coordinator

Choose and
Implement an
Approach

COMMUNICATE

A

Year 2000 Medical Device Assessment—7
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Establish a Year 2000 Project Office
The Project Office should prepare a Year 2000

Compliance Plan. The Plan should be periodically
updated and include astructured compliance
strategy for al categoriesof thehedth care
organization systemsand equipment. The

respong bility for Year 2000 compliance could/
should be assigned to the hedlth care organi zation/
system’ sChief Information Officer.

EstablishaMedica Device Expert Team
FormaMedical DeviceIntegrated Product Team

to address Year 2000 plansfor medical equipment.
Onerecommendationisto forman expert team
responsibleto the'Y ear 2000 Project Officewith,
the needed expertise, for example:

* Year 2000 Coordinator

e Millennium Enginesr

» Radiology Staff

* Nuclear Medicine Staff

» Pathology and Laboratory Medicine Staff
* Maedicine(Cardiology & Surgery) Staff

* Medical Research

» Biomedicd (or Clinicd) Engineering Staff

* Acquistion& Materie Management Staff
» Fadlity Engineers

It isrecommended that this expert team meet ona
regular basisto monitor the progress of your facility/
system and to provide additiona guidance.
Contingency plans could also be devel oped by this

group.

|dentify a Year 2000 Coordinator

Each health care organization should havea ear
2000 coordinator, responsiblefor overal
management of the Year 2000 project withintheir
purview. Attheindividud facility level, biomedical
engineerscan provide key oversight and technical
implementation of themedical device Year 2000
guiddlines. Designate an engineer asthe
“Millennium Engineer” or amilar title.

Choose and Implement an Approach

— VHA —
Thefollowing isthemodel approach used by thethe
VeteransHedth Administration (VHA). It canbeused
by health care organizationsto addressmedical device
equipment compliance. Thisisthe categorization
scheme used throughout this guidebook.

1. Gather compliancedatafrom origina equipment
manufacturers (OEM).
(See Assessment section, page 11.)

2. Organize compliance datainto defined categories.

Categories have been created to track and manage
Y ear 2000 progress. They aredefined as.

* Fully Compliant —amedical devicethat
functions properly in al aspectsupon the
changeto the Year 2000 without requiring user
intervention.

» Conditionally Compliant —amedical device
that requiresuser interventiontofunctioninall
aspects upon the changeto the Year 2000.
Thismay include amanufacturer softwareand/
or hardware update or other one-time user
action.

* Non-compliant — amedical devicethat will
not function properly in al aspectsuponthe
changeto the Y ear 2000 and no manufacturer
remedy isavailable,

* Not Applicable—amedica devicewith no
Year 2000 implications.

* Pending—Manufacturers have responded but
their medica device compliance satusistill
unknown.

3. Makedatareadily available acrossthe oranization/
system and continueto provide updates.

8—VYear 2000 Medical Device Assessment
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4. Manage complianceissuesfor medical equipment
inventory. (SeeRenovation section, page 19.)

— FDA —

The Food and Drug Administration’ s (FDA) approach
to medica device equipment compliance can befound
ontheir website. (See Appendix A, page 29.)

Solutions can be offered by manufacturersto mitigate
the problem. One of thefollowing codes can be used
to indicate solution to be provided for the product:

SU/date—Upgradeto softwarewill be
available by (date) at no cost to purchaser.

SU-C/date— Upgrade to softwarewill be made
availableby (date) at acost to purchaser.

HU/date—Upgradeto product (hardware and
software) will be made available by (date) at no
COst.

HU-C/date—Upgradeto product (hardware
and software) will be made available by (date)
at acost to purchaser.

M —Minor date-related problem with product,
presenting no adverse health impact on product
function and for which manufacturer will not
provide acorrection/upgrade.

O —Product isobsolete or beyond reasonable
useful servicelifeand no upgradewill be
provided.

» Al/date—Assessment of compliance status
iscurrently incomplete but isunderway and
information will be madeavailable by
(date).

Communicate

Egtablish channd sfor communicating device
information. Thiscan beexecuted through
memoranda, e-mail, meetingsand presentations,
posting and updating information on theinternet,
andtraining sessons. Anorganization-wide
meeting and/or, for multi-organization system,
conferencecal on'Y ear 2000 issues could be
conducted monthly to share national efforts,
guidedlines, deadlines, and reporting requirements.

I naddition, some organizations have communication
strategies such asvideo teleconferencing, audio
conference calls, and face-to-face meetingsthat can
proveuseful.

Tools and Resources

*  Websites(See Appendix A, page 29.)
* Educationa Programs (Appendix A)

» Conferencecdls

o Safety committee

* Expertgroups

*  Year 2000 publications (Appendix A)
*  Peer networking with other hospitals

» Emergency preparednessdrills

» Biomedica engineer expert group

Year 2000 Medical Device Assessment—9
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Objectives

The assessment process combinesavailable,
confirmed complianceinformation with thelocal
equipment inventory to providethe organi zation with
alist of themedical equipment and itscompliance
status. A chart depicting therecommended Year
2000 assessment actionsfor medical equipment is
providedin Figurel.

Biomedica or clinica engineershave experiencein
managing potential hazardsidentified with medical
devices. The Year 2000 problem isjust another
potential hazard.

Every electronic item in the medical
equipment inventory poses a potential
hazard until assessment is complete.

The assessment processwill provideameansto
measure the size of the Year 2000 problem, and will
giveanideaof themagnitude of therequired
remediation efforts.

The Federal Government has established aninternet
Siteto provideinformation regarding the Year 2000
compliance of medica devicesand scientific
laboratory equipment. Thegenera publicandthe

- Assessment

health care and research communities have accessto
thiswebsite, the FDA s* Center for Devicesand
Radiologica Health Care.” 1t can befound at
www.fda.gov/cdrh/yr2000/year2000.html
Manufacturersof biomedical equipment are urged by
FDA andthe National Petient Safety Partnership
(NPSP) to provideinformation regarding the

Year 2000 compliance status of their products,
including both current and previoudy manufactured
products, for placement at thiswebsite. Other
sourcesof informationincludeletters, direct
information from the manufacturer (including OEM
websites), or written information from the equi pment
digtributor.

L ocal assessment should be subgtituted for written
complianceinformation only asalast resort.

The Joint Commisson on Accreditation of Healthcare
Organizations (JCAHO) requiresthat all accredited
hospitalsmaintain an activeinventory of medica
devicesin their Equipment M anagement Program.

Neither medical device complianceinformation nor
theinventory isstatic. Manufacturerscontinually
update compliancedata, including corrections
(changing Fully Compliant to Non-compliant or

Year 2000 Medical Device Assessment— 11
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Figure 1
Recommended Year 2000 Medical EqQuipment Assessment Activities

Identify Medical
Equipment Inventory
to Assess

v

Fully Compliant

Inforrpatlon i — Ves—— P or Not Yes ———— P Enter Data into Your
Manu act.urer S Applicable? Inventory System
Website
|
No No
Is There .
[riianEiten 1. Contact Manufacturer for Solution
Provided In Y Conditionally 2. Set Follow-up Dates
rovided In Your —Yes—p| Compliant? Yes —P» 3. Develop Contingency Plan
Orgar!lzatlonql or P ’ 4. Enter Data into Your Inventory System
Public Website
|
No No Secure Replacement by
Replace—} 1/1/2000
¢ ¢ Enter into Your Inventory Site
Has Corrective Use Inform/Train U E
Non-compliant? —Yes— P — o — > I e
Manufacturer Yes— P Action asis into Your Inventory System
Name Changed?
Remove from Service by
Retire—} 1/1/2000; Enter into Your
Inventory System
No
No
Can It Be v
> Assessed Yes—p

Locally?

No

\

1. Contact Manufacturer

2. Contact Hospital Network

3. Develop Contingency Plan
4. Follow-up with Manufacturer
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changing the available date of a Year 2000 fix, as
examples). Asbetter information becomesavailable,
Year 2000 effortsand activities continueto increase.
Theequipment inventory at individual Stesisaso
subject to change as new items are added through
norma acquigition. A snglereview of theinventory is
not sufficient for ensuring complete Year 2000
assessment. Responsiblemedical equipment
management requiresthat the assessment process
continue past January 1, 2000, since not al systems
will be compliant by thisdate.

The'Y ear 2000 process also provides an opportunity
to update and vaidate thefacility’ smedica equipment
inventory.

January 1, 2000, is not a moveable
deadline. It will occur,
whether or not you are ready.

Strategy

The primary source of complianceinformation should
be determined by the OEM.

No other source, or combination of sources, can
provide device-specificinformationwhile
smultaneoudy ensuring proper and thorough testing.
Themanufacturer istheonly source of design data
regarding time and date usage; thisproprietary
information isunavailableto end usersincluding
biomedica engineering saff. Testing thesedevices
can easlly beincomplete, destructive, or inaccurate
through no fault of thetester or itsdevised protocol.
Testing hasthe potentia to harm patientsthrough
inadvertent changesininterna settingsthat arenot
viewableor easly reset by abiomedical technician.

Medical Device Compliance Pageonthe FDA Y ear
2000 Compliance Project Website

The FDA merged medical device compliancedata
fromthe FDA and VHA into anational clearinghouse.
These dataare updated on aregular basisand can

hel p you determinewhich systemsthe manufacturer
deemscompliant. Itisimportant to remember that

theinformation onthe FDA websiteisdynamic.
Certain manufacturershave yet to provide compliance
information (the“pending” list), and other
manufacturers have changed their compliance status.
Regular updates, aslisted by manufacturer changes,
are posted regularly to the FDA and other websites.

Medica Equipment Inventory
Each hedlth care organizationisresponsiblefor

maintenance of itsmedica equipment inventory for
qudity assurance purposes, including requirements
from JCAHO, the Nationa Fire Protection
Association (NFPA). Each organization’ sinventory
also needsto meet the statutory requirementsoutlined
inthe SafeMedical DevicesAct of 1990. The
inventory should include manufacturer and model
information that can bereferenced against the
information in theweb pages.

You may want to consider changesto theformat on
theinventory fileto alow for theincluson of Year
2000 complianceinformation with the other inventory
information. Changes can be designed to provide
easy dataentry and control modeled onthe
preventive maintenanceroutines already widdly used.

Strategiesfor Assessingthe L oca Inventory
Thereareanumber of approachesto identify
equipment inlocal equipment inventoriesbased on
manufacturer-supplied information found onthe FDA
website. Approachesincludethefollowing:

1) Criticality of Equipment, 2) One Manufacturer/One
Mode at aTime, 3) Empirical Knowledge, 4) Divide
and Conquer, and 5) acombination of these
strategies. Thereareprosand consto each of these
approaches, the most important of which are outlined
below.

1. Criticality of Equipment

Facilitiesshould identify equipment that ismost critical
and requires preventive maintenance and/or
performancetesting for JCAHO accreditation.

| dentify thecritical equipment first, and ded with the
rest later. Such an gpproach obtainsamaximum
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result with minimal time. However, such an approach
gtill leavesalarge group of equipment for
identification at alater time.

If time and resourcesareat apremium, thisisthe
appropriate assessment strategy. 1t will minimizethe
risks presented by life-support and mission-critical
equipment items. Highvolumeand highdollar value
equipment hasasimilarly high profile, and should be
approached inthesameway. (See Appendix B.)

2. OneManufacturer/OneModel at aTime
Thisisalist of manufacturersand models. An
alphabeticd list of manufacturersand models can be
found onthe FDA website, and can be created in
local equipment inventories. Methodically compare
and match thesetwo lists. Such an approachistime
consuming, but thorough.

3. Empiricd Knowledge

Thisisbased on staff knowledge of theloca
inventory. A monthly scan of the non-compliant lists
onthe FDA website can identify the affected
equipment intheloca inventory. Everythingdseis
either compliant or not applicable. Such an approach
isquick, but can easily miss manufacturersthat have
changed names or usemodel designationsonthe
websitethat areunfamiliar to staff members. This
approach greatly depends upon the accuracy and
completeness of staff memory.

4. “Divideand Conquer”

Staff with appropriate expertise, such asbiomedical
engineers, can be assigned to review compliance data
when given preventive maintenancelistsandto
provide Year 2000 information for input into the
inventory. Such an approach may requirewide
accessto the FDA websiteand training of all team
membersto properly identify manufacturersand
models.

5. Combination of Strategies

Selecting acombination of these approaches could be
most useful. Theobjectiveisto narrow downthelist
of devicesrequiring assessment asquickly and as

thoroughly aspossible. Onepossiblescenariois
presented.

* Anempiricd or visud first passthroughthelist
of conditiondly compliant and non-compliant
listswill quickly identify at-risk equipment inthe
inventory and make staff membersfamiliar with
the FDA website and itsorganization.
Comparisontoalist of critica equipment
providesadditiona practiceand familiarity with
crossreferencing to changed or unresponsive
manufacturers. Thispracticesetsupa
methodical passthroughtheloca equipment
inventory.

» Traningbiomedica engineering Saff inthe
identification process makesthem stakeholders
and adds observersto catch equipment that
might otherwisebemissed. Also, itwill help
themredlizethey haveared rolein solvingthe
Y ear 2000 problem.

* Anaphabeticd listing of manufacturersis
provided onthe FDA website. A status of
non-compliant, pending assessment, compliant,
and not applicableisassociated with each
manufacturer. Multiple statusesmay be
associated with aparticular manufacturer.
Certain manufacturershave asingle status of
either compliant or not applicablefor their entire
product line. Thisinformation can be usedto
quickly identify alarge number of devices.

*  Some manufacturers have devel oped their own
internet Sites asameansto pass on assessment
information. Local referencetothesesites
could be necessary toidentify equipment in
your inventory that isnot listed on the FDA
website.

» Continuousreferral between thewebsiteand
your local equipment inventory ispossible
without printing out the entire contents.
However, printed materia can servetoidentify
work aready completed.
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Regardlessof the approach chosen, communication
about the'Y ear 2000 objectives strategy and toolsto
theteamisimportant.

Medica Equipment Related Systems Analysis
Medica equipment isbecoming increasingly complex
and dependent on multiple systemsfor advanced
operations. Often, medica devicesmust receive
communications, data, or accessoriesfrom other
sysemswithinthefacility to function. Thefollowing
guidelinesare provided to ass st with the assessment
of those systemsinterfaced to medica equipment.

1. Medical Equipment Systemsand Utilities

During assessment of medical equipment systems, a
review of the utility ddlivery systemsintegra tothe
operation of the equipment should be performed.
Thismay includewater trestment systems, air coolant
systemsbuilt into the equipment, smoke evacuation
systems, medical gassupply systems, etc.
Contingency plansshould providefor operation of
theseancillary utilitiesin theevent of a'Year 2000-
related interruptionin service. Anexampleisthe
evaluation of areverse osmosiswater treatment
sysemfor thedeivery of didysateinahemodiaysis
unit.

2. Medica Equipment and Data Processing
Interfaces
Assessment of medica equipment systemsshould
includeany interconnection to network computing
systems. Thiscouldincludebidirectiond interfaces,
network hub connections, image management
systems, and QA datacollection systems. An
example of suchasystemisablood gasanayzer
connected to apersonal computer running quality
assurance softwareroutinesand dl bidirectiona
interface systemsfor andyticd |aboratory systems.
Ananalysisof the network componentsis essential
for assuring Y ear 2000 compliancefor the complete
medica equipment system.

3. Medica Equipment and Other Miscellaneous
Systems
Somemedica equipment sysemswill involve
interfaces of communications systems, heating and
cooling environmental control systems, steam
supplies, EtO gasddivery systems, etc. For these
gystems, itisimperativethat ddlivery of al necessary
componentsbein Year 2000 compliance. For
example, an dectronic control valvefor theddivery
of nitrogen gasto anitrogen-powered surgical tool
could be Year 2000 sengitiveand interferewith the
delivery of gasflow duringasurgical case.

4. Examplesof Additiond Systems
Theaboveoutline of medicd equipment related
gystematic analysisisnot exhaustive. However, a
systematic approach to al medical equipment

Year 2000 assessmentswill ensure acomprehensive
review of the proper operation of the equipment. The
following are examples of afew representative
systemsto scrutinize during Y ear 2000 assessments.

e  Steamdidribution for serilizers

»  Water treatment systemsfor ddivery todiayss,
analytical laboratory devices, water cooled
systemssuch aslasers, x-ray tubes, dentd air
supplies, medical air and vacuum supplies

» Datainterfacesto andytica laboratory systems
(bidirectiond interfaces)

*  Imagemanagement systems, picturearchiving
systems, network hubs, and personal
computersfor storage and forwarding images

* Network componentsof an el ectrocardiograph
storageand retrieval system

»  Smoke evacuation systemsfor laser plumes
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» Waste anesthetic gasevacuation systems

» Clinical patient monitoring systemsinterfaced to
network hubs, clinical information systems, or
24-hour full disclosuresystems

» Tedemedicineapplicationsusng modem or
network interfaces, scanners, print networks,
etc.

» Radiology print networks

* Alamsystemswithinterlocksfor discontinuing
operation of medical equipment until darm
Stuationiscorrected

* Nursecdl systems

Undetermined Year 2000 Response

If amedica device couldincur an adverse'Y ear 2000
problem, but compliance can not be assessed (i.e.,
the manufacturer isunresponsive or out of business),
thefacility must locally determinetherisk of continued
use of the device and formulate a proper response.

Many authorities consider that no knowledge about
anitem’sYear 2000 compliancerendersit “non-
compliant” on January 1, 2000, until proven
otherwise. Thisisprobably the safest approach, and
minimizestherisk to patientsand staff. Inany event,
Year 2000 contingency plansshould addressthis
issue. The plan must consider theintended use of the
device and the associated level of risk.

Reporting

Thekey to reporting iscommunication. Ultimately,
successor faillurewill depend not only on your efforts
but on the support received from your internal
customers. The'Y ear 2000 Project Officeand its
staff do not “own” the equipment affected by the
Millennium Bug and should not bein the position of
independently acquiring replacement equi pment.
Along the sameline, coordination of updates or
upgrades may require equipment to be out of service

or requireuser retraining. Certain planned upgrades
may be coordinated withaYear 2000 fix.

Hedlth carefacility management staff (e.g., CEO,
COO, medical director, nursing director) need to be
kept informed of Year 2000 effortsand progress. It
istheir responsibility to providethe resources needed
to successfully complete Year 2000 tasks. Without
current and accurate information they cannot provide
support or accurateinformation.

Assessment sources and estimated costs should be
included aspart of your inventory system.

Thereport vaidation should be performed
eectronicdly by facility inventory managers. If
electronic reporting isnot used at your site, written
monthly reports should be completed. Appendix C
shows an exampl e of an electronic spreadsheet VHA
usesto track medical device complianceinventory
and cost analysis.

Tools and Resources

Year 2000 Medica Equipment Management Plans
See Appendix D for asample devel oped to meet
JCAHO Environment of Care policy agendaand
various VHA Year 2000 contingency/readiness plans.

Project Binder/ResourceFile

A locally-devel oped binder containing thelatest
compliance and inventory assessment information can
also serve asareference point to the Year 2000
Project Team. Such atool would contain copies of
the spreadsheetsfrom the FDA website, vendor
letters, local inventory data, expected completion
information for conditionally compliant devices, and
amilar information. A log of additionsand changesto
the binder’s contentswill help speed accesstothe
most relevant material and improveefficiency.

A central file of Year 2000 resources can be
invaluablein providinginformation and simulating
discussion. Facility librariesmay beabletohelpin
thisarea.

16 —Year 2000 Medical Device Assessment



—

Hospital Network Resources
Utilizeavailablefacility, biomedicad engineering, and
information technol ogy networksto shareinformation
and ideas. Conferencecalls, video teleconferences,
and attendance at professiona meetings can be useful
and provide validation of strategies, assessments, and
implementation schemes.

Websitesfor Medica Device Compliance Information

websiteregularly. Note that manufacturersregularly
undergo mergersand acquisitions. Changesare,
however, reflected on the FDA website.

Manufacturers Websites
A list of known manufacturers websites can befound
in FDA'swebsite.

Manufacturers Written Communication

FDA'swebsteisauseful resourcefor determining a
device' scompliance status. Themedica device
compliance sectionisthemost in depth of dl the
areasonthesdite. It hasboth viewableand
download-capablelistingsin each of thethree
compliance states: Compliant, Non-compliant, and
Pending. Inaddition, therearelistings of companies
that have been bought out or merged and anew
section on devices whose status has changed (from
pending to compliant, for instance) asmore detailed
information hasbecomeavailable.

Manufacturersare beginning to revise some
compliance dataasthey do moretesting. To ensure
that status changes are not missed, check the FDA

Facilitiesmight receive written communicationfroma
manufacturer relating to their Y ear 2000 compliance.
Itisstrongly suggested that thisinformation be cross
referenced against the FDA website asaprecaution.
A copy of themanufacturer’ sinformation should be
kept asapermanent part of al equipment
maintenance histories. If thedataare not presentin
the FDA website, facility dataare morerecent, or
thereisaconflict between what the website and
written correspondenceindicates, please contact the
FDA viathee-mail link inthewebsite. This
informationwill aid other usersand hel psto amplify
the complianceeffortinthisarea.

(SeeFigure2 on page 18.)
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Objectives

Theterms, renovation and implementation, address
the actions necessary to correct identified Y ear 2000
problemsand place the equipment back into service.
Renovationisatask completed by the OEM.
Implementing therenovation strategy istypicaly
accomplished by theend user. Each Conditionally
Compliant and Non-compliant devicewill requirea
drategy for bringing thedeviceinto full compliance.

Strategy

Renovation and implementation activitiesshould be
prioritized based on information gathered during the
assessment phase. To ensurerenovation strategies
areimplemented, facilitiesmust continually track the
progress of vendor-provided remedies. Itisnot
uncommon to experience dippage of projected dates
promised by the OEM for renovation solutions. Your
inventory system software package could providea
mechanism for tracking promised renovation remedies
from equipment manufacturers.

Theimplementation strategy for non-compliant
medica deviceswill include one of thefollowing:

Retire—Takethe non-compliant device out of
sarvice.

Replace— Acquireanew compliant devicethat
performsthe samefunction asthe non-
compliant deviceand addressin-servicetraining
needs.

Useasis—Continueto usethedeviceif it does
not present an unreasonablerisk or burden and
trainclinica saff.

Theonly Year 2000 renovation activity for
conditionally compliant devicesisto update those
devicesbased on vendor-provided remedies. These
remedies can include hardware updates, software
updates, or aone-time user action.

Some conditionally compliant deviceshavea“latent”
design defect and remedies should therefore be
provided at no chargefrom the manufacturer. An
updateisgeneraly consdered ano chargeremedy to
correct an operating error, and an upgrade includes
additional optionsand features provided at some
cost. However, reasonable consideration must be
applied sincemany devicesolder thanten years
typicdly areno longer supported by equipment
manufacturers. Thisisbased on past experienceand
practicethat makesuse of Internal Revenue Service
tablesto determine the useful financid lifefor thistype
of equipmen.
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Monitor assessment phase cost estimates against
actua renovation cost to determinetherequired
resources. Resource planning for replacement of
non-compliant devices may be addressed by
whatever local committee handlesmedica device
decisons.

Findly, itiscritical to continually keep management
informed of renovation and cost information for
budgetary purposes. Identify alist of al unknown
compliant devices and project anticipated coststo
make these devices compliant or provide dternate
drategies.

It isimportant to notethat the Y ear 2000 isaleap
year and necessary precautions should be taken.

Tools and Resources
Year 2000 | nventory System

Facility or system Year 2000 tracking systems should
assist in scheduling work requeststo perform
necessary renovationsto non-compliant and
conditionally compliant devices.

Document Results
See Appendix C for asampleformat of reporting.

L ocal Procurement Process

All new procurements should include documentation
to guaranteethe Y ear 2000 compatibility of the
device. (SeeAppendix E.)
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Objectives

Thevalidation phasewill ensurethat actionstaken
during the Renovation/lmplementation phaseare
effective. Thisincludesboth evauation of identified
complianceremediesand the formulation of
contingency plansto provide guidancefor continued
operation of critical medical devicesin case of
unanticipated, adverse Year 2000 events.

Strategy

Verify theeffectivenessof al actionstaken on
conditionaly compliant and non-compliant devices.
Makesurethat all conditionally compliant equipment
that required vendor updates areinstalled properly
and documentationisavailable. Equipment operation
should be checked to assurethat functionality hasnot
changed (i.e., in-service may be needed). Also make
surethat all non-compliant equipment to bereplaced
or retired isdone soin atimely manner.

Contingency Plans
Develop contingency plansaddressing thefollowing
events

1. Medical devicesthat cannot be renovated
successfully to adhereto Y ear 2000 compliance
and arerequired to remainin use. Thisincludes

- Validation

thosedevicesinwhichtherearenolife
threatening implications associated with the use,
e.g., when only the date output may bein error.

2. Medical devicesfor which themanufacturer’'s
Year 2000 responseis undetermined.

3. Medical devicesthat exhibit an unanticipated
Year 2000 deficiency after
December 31, 1999.

A contingency plan should bein effect for each device
until the devicein questionisconsidered compliant or
has been removed from service.

Maintenance of Compliance Status
Although not common, there areinstanceswhen the

published compliance status of adeviceischanged
from one category to another. After additiond testing
or other input, manufacturers could need to change
the statusfrom compliant to non-compliant or vice
versa. When FDA makes changesto itswebsite
reflecting themore current information, theissueis
raised asto how medical facilities can keep current
with new information on adevicefor which they may
already have assessed and tracked in one category or
another. Rather than review the entire equipment
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inventory onaregular basis, thisissue may be
addressed through the existing QA program that
includesregularly scheduled preventive maintenance
(PM) testing. Most devices, and certainly al critical
devices, will bereviewed by biomedical engineering
staff morethan oncein caendar year 1999. Beforea
PM work order isclosed out, it isrecommended that
standard operating procedures be modified to require
that the classes of devicesfor which PM hasbeen
accomplished bereviewed for current Y ear 2000
compliancestatus. Thisprovidesamore manageable
meansto validate the compliance status by breaking
up theworkload among staff throughout the year.

Functiond Verification

Verify the correct operation for critical equipment
itemsat thetime of the changefrom

December 31, 1999 to January 1, 2000.

During thisperiod the Biomedica Engineering
Department (or itsequivalent) and clinical staff should
closaly monitor life support devicessuch as
defibrillators, ventilators, critical caremonitoring,
anesthesaunits, didyssunits, etc.

If aconditionally compliant devicerequiresonly a
date change or other user intervention (such as on/off
cycling) after December 31, 1999, to operate
according to the manufacturer’ sorigina
specifications, the device should be discontinued from
useon or prior to December 31, 1999. After
January 1, 2000, the date can be correctly
reprogrammed; the device should be thoroughly
tested by qualified personnel, and upon successful
testing, returned to service. Onceadevicehas
received corrective actionto bringit tofull Year 2000
complianceand istested to verify compliance, no
further action should berequired.

Saffing
Determinethestaffing leve requirementsduring the
millenniumrollover.

Additiond staff should beon steat the millennium
changeto respond to unantici pated failures of critical

equipment. These responseteams should consist of
individua swho are capable of responding to
emergency medicd equipment falluresand they must
include biomedicd engineers. Thefacility should
provideclinica staff with appropriate” refresher”
traininginsuch areasasmanud 1V drip counting, use
of ambu-bags, etc. in the case of unanticipated
medica devicefalure.

Additiona biomedical engineering staff on-steat the
rollover can be utilized to make the necessary
changesfor devicesrequiring adate change and
vdidation.

Scheduling of electiveclinical procedures should be
avoided during the December 31, 1999/January1l,
2000 weekend. Inaddition, follow-up teamsshould
perform operationd verificationson devicesnot
scheduled for useat that time, such asCT scanners,
MRI units, Specia Procedurerooms, etc., sometime
prior to the next business day in 2000.

Y ear 2000 Readiness

All hedlth carefacilitiesshould takethefollowing
additional precautionsto ensuretheir respective Y ear
2000 readiness:

1. Establish acooperativereationship with another
local hospitdl. Thismay assist in provision of
necessary suppliesinthe event that the normal
suppliersareincapacitated.

2. Implement contingency plansinatimely manner.
If timeframesfor updates/upgradesare
repeatedly delayed, it may beanindicationthat a
contingency plan should be developed and
implemented promptly for that device. Specia
careto scrutinize established time frameswould
minimizethese occurrencesand their respective

impact.

3. Communicatedl contingency planswith
gppropriaeclinical and administrative personnel.
Whereclinicd interventionisidentified for
immediateaction, “dry” runsshould be
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performed. Thismay involve emergency disaster
planning that S mulatesequipment failure. This
will enableeach siteto:

a. Assesspersonnel levelsnecessary to
implement these contingency plans,

b. Insurethat sufficient materialsarein place,
and

c. Determinetheéefficiency of theaction.

. Assessancillary operationssystemsfor medical
devicesthat rely onthem. Thiscaninclude
uninterruptible power, medica gas, water,
equipment supplies, etc. Tofully ensurecomplete
contingency planning, proper scrutiny of al
system support itemsmust be performed. This
will requireamultidisciplinary approach. Itis
recommended that al health care organizations
involved| disciplinesto ensurefull Y ear 2000
Compliance.

Tools and Resources

Year 2000 Sticker Program
Somesiteshaveimplemented aprogram of placinga
seriesof stickerson the equipment that identifiesthe
compliancestatus(i.e., fully compliant, conditiondly
compliant, or non-compliant). Thisnot only assists
tracking of thecomplianceof individua equipment
items, but it al so helpskeep clinical staff informed and
awareof the Year 2000 status. Infact, thisis

cons dered acontingency planning action, since
stickersaffixed to non-compliant devicesthat are
retained in use providesareminder to the operator
that alternative actionisrequired—e.g., the operator
isrequired to annotate the correct date directly onthe
deviceoutpuit.

Medica Equipment Contingency Plans
Seesamplein Appendix D.
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The Year 2000 Problem must be addressed in a
timely manner using asystematic approach. Thenine

stepsoutlined below arecritical. Some of these steps

should occur smultaneoudly.

Step 1 — Develop Awar eness. Each organization
should establish aproject office, assign
project respongbility to an office or officer,
define needed project support, define
product categories, and outlinea
compliance plan.

Step 2—Assign M anagement Responsibility:
Each organization should assign
management and oversight responsibility at
appropriatelevelsthroughout the
organization (i.e., corporate, networks,
hedlth carefacilities). Work groups should
be responsibleto the Year 2000 project
officeand could consist of multidisciplinary
oversight teams(e.g., radiology, nuclear
medicine, pathology, |aboratory, cardiology,
surgery, biomedical engineering,
procurement, medical research, and
prosthetics). Other work groups could
includebiomedical engineers, facilities
engineers, and information resource
management staff.

~Conclusion

Step 3—Develop Inventory: Develop an accurate
accounting of potentialy affected medical
devices. Establisharepository for dataand
toolsfor datacollection.

Step 4—Assign Prioritization/Risk M anagement:
Prioritizeand develop asystem to manage
risk. Definemedica device categoriesand
devicesat risk within each category.
Suggested categoriesare: life support/
critical care(devicesthat arelikely to
serioudy harm apatient if they fail),
diagnogtic, and therapeutic. Inaddition,
identify high profile manufacturerswhose
productsincludelife support/critical care
medical devices, high dallar value, and high
volume.

Step 5—Assess: |dentify original equipment
manufacturer Y ear 2000 problems.
Develop amanufacturer database,
assessment tools, correspondencewith
manufacturer, track manufacturer responses
grouped into categories of compliance, and
validate manufactureresponses. Develop
categoriesof compliance. For example:
Fully Compliant —medical device
functionsproperly inall aspectsat change
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to Year 2000 without requiring user
intervention; Conditionally Compliant —
medica devicerequiresuser interventionto
function properly inall aspectsat changeto
Year 2000 (manufacturer software and/or
hardware update or other one-time user
action); Non-compliant —medical device
will not function properly indl aspectsat
changeto Year 2000 and no manufacturer
remedy isavailable; Not applicable—
medical devicewithno Y ear 2000
implications. Follow up on compliance
dataand disseminateinformation
throughout the system.

Step 6 —Renovate/l mplement: DevelopaYear
2000 medica devicesimplementation guide
and useit to monitor manufacturers
schedules and solutionsfor compliance.
Monitor non-responsive manufacturers.
Develop medica device contingency plans
for non-compliant devices. Providetraining
to appropriate staff. Ensurethat
communicationisperpetualy occurring
amongst system staff. Developa
mechanism to track manufacturer Year
2000 repairs.

Step 7—Validate: Verify that al renovationshave
been properly implemented. Test each
renovated systemto ensurethat itisactualy
Year 2000 compliant. Kegparunninglist
of al systemsthat do not function properly
after implementation and take the necessary
stepsto ensure proper renovation.

Step 8—Communicate: Establish channelsfor
communicating deviceinformation and use
them regularly. Thiscan beexecuted
through conference calls, memoranda,
€electronic mail, meetingsand presentations,
posting and updating information on the
internet, and training sessions.

Step 9—Prepare Contingency Plans: Contingency
plans should bewritten for al medica
devicesthat are non-compliant,
conditionaly compliant, loaned/shared, and
for those systemswhere the manufacturer is
non-responsive. For facility-related
systemsand equipment, thefollowing
systems should have contingency plans:
emergency management systems (utility
sysems, e.g., emergency generators, fud in
storage tanks, oxygen tankswith valvesand
holders, and emergency water supply),
security systems, darm systems, fire
detection and control, environmenta control
systems, people movers, and other non-1T
systems. With regard to scheduling,
contingency plansshould bewritten for
operating rooms, dialyss, etc. Withregard
to staffing, contingency plansshould be
writtenfor critical careareasof nursing,
respiratory therapy, facilitiesmaintenance
(engineering), information systems, and
biomedica engineering. Contingency plans
should aso be developed for devicesin
patients homes.

Now that you have a handle on the magnitude of
the Year 2000 problem and are aware of the
necessary actions that should be taken, the process
for achieving Y ear 2000 compliancefor your hospital
can begin. Thisguidebook providesaredistic step-
by-step approach, whichif followed, should enable
your medica devices, and facility systemsto safely
operate at theturn of the century. Itisnot necessary
to tacklethis challenge on your own. Many resources
have been made availableto the public through the
internet aswell asthrough other publicationsby
medical device manufacturersaswell asboth public
and private health care organizationsand their
professional representatives. Take advantage of the
progress made by federal agencies, suchasVHA and
FDA, aswell asadvancesmade by large private
hedlth care organizationsthroughout the country
through inter-hospital networking.
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Itisnot too late to begin thisprocessNOW. Timeis
of theessence. Patients’ livesareat risk. MakeYear
2000 compliance an opportunity for your organization
or system to continue preserving the patient carethat
you have provided throughout this century.
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WWW.y2K.gov
ThePresident’ sCouncil on Year 2000 Conversion. TheY ear 2000 | nformation and Readiness Disclosure

Act (PL.105-271) can befound onthissite.

Www.pccip.gov/info.html

ThePresdent’sCommission on Critical I nfrastructureProtection (PCCI P) advisesand assiststhe
President by recommending astrategy for protecting critical infrastructuresfrom physical and cyber threats. The
Year 2000 isone of theissuesdiscussed and addressed on thiswebsite.

www.cdc.gov/y2k/y2khome.html
TheU.S. Centersfor Disease Control and Prevention’s(CDC) website on Year 2000 issues— CDC and
the Year 2000.

www.nigt.gov/y2k/index.html
Informationfromthe U.S. National I nstituteof Standar dsand Technology onthe Year 2000.

Other Websites

www.aha.org/y2k
American Hospital Association website offersregulatory updates, toolsand resources, educational
opportunities, and associ ation activitiesasthey pertain to the Year 2000.

Www.ama-assn.org/not-mo/y2k/index.htm
American M edical Association website offersinformation pertaining to theimpact of theYear 2000 problem
on Physician practices, damage possibilities, and possible sol utions.

www.millennia-bcs.com/ CASRFAME.HTML

TheCassandraProject: Year 2000 and theRisksto Public Health and Safety raises public awareness
and alerts public sector organizations of potentia Y ear 2000-rel ated health and safety risksand possible
interruptions of basic and essential services. Provides Year 2000 linksto health and safety issues.

www.easyon.com/users/'s mmonsp/Y EAR2000.htm
SummarizesaHot Topic session onthe Year 2000 date problemsin health carethat was attended by about 200
health care systemspeople. Summary waswritten by Paul Simmonsof the Cleveland Clinic Foundation.

www.gartner.com
TheGartner Group websteoffers*” research and analyses of Sgnificant information technology industry
developmentsand trends,” including Year 2000.

www.ggtech.com/hospital.html

Websitefrom Gordon & Glickson P.C., aninformation technology law firm. Thefirm’ sThird and Fourth
Annua Healthcare Survey reved ed that many hospita shave not addressed the computer problemissues
expected to accompany the date changeto the Year 2000. Survey resultsareavailable.

*Thisisnot an all inclusivelist. Please note that some of the websites are commer cially owned and may charge for use of information.
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http://www.gartner.com
http://www.ggtech.com/hospital.html
www.aha.org/y2k
www.ama-assn.org/not-mo/y2k/index.htm
http://www.y2k.gov
http://www.pccip.gov/info.html
http://www.cdc.gov/y2k/y2khome.html
http://www.nist.gov/y2k/index.html

www.hedthcare-informatics.com

Websitefor Healthcarelnformatics. Includesthe current and back issues of thejournal, vendor information,
and areview of Information Systems productsand services.

www.himss.org

Web sitefor Healthcar el nfor mation and M anagement Systems Society, anon-profit organization
dedicated to promoting abetter understanding of health care information and management systems. HIMSS
representsover 9,000 health care professionals. Thewebsiteincludesinformationon HIMSS; itsresourcesand
publications, education programs, and advocacy. Y ear 2000 information isincluded.

www.itaa.org
Thelnformation Technology Association of America containsanalytica papersand informationon I TAA's
Year 2000 Certification Program.

www.mmue.com/year2000/index.html
TheMetroDetroit Healthcar e Year 2000 User Group website containsmany linksto articlesand other
organizations.

www.y2k.gov.auw/biomed/index.html

The Year 2000 Biomedical Engineering Databaseis produced with the assistance of the New South Wales
Department of Health and reports compliance status of biomedical equipment. Equipment islisted by
manufacturer, model number, and description. They areactively seeking additiona information for the database.

www.orhs.org/year2000/index.html
Sponsored by the Orlando Regional Healthcar e System (FL ), containslinksto other health carerelated
Year 2000 sitesand aso providesinformation for itselectronic mailing list.

www.rx2000.0org

Rx2000 Solutions| ngtituteisdeveloping anumber of resource and services specificaly for the health care
industry. Includesarticlesand publications, linksto other sites, a PowerPoint presentation on Year 2000 issues,
listing of local/regiona executivebriefings, and other information.

WWWw.Simnet.org
The Society for Information M anagement Y ear 2000 Working Group has online discussionsabout Year
2000 infrastructure problems, including embedded systems and medical equipment.

www.ttuhsc.edu/pages/year2000
Year 2000 siteismaintained by Texas T ech Univer sity Health SciencesCenter. Includesvendor listings,
resources, web links, and other resources.

www.y2klinks.com

TheYear 2000 LinksDatabasesite provideslinksand aninformational database. Year 2000 Linksisalso
thehub of the Y ear 2000 Millennium Resource Site Ring, agroup of websites dedicated to the Year 2000
problem, which combined arethelargest Year 2000 resource on theinternet.

*Thisisnot an all inclusivelist. Please note that some of the websites are commercially owned and may charge for use of information.
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Congressional Hearings and Publications on Year 2000 | ssues

Year 2000 Special Committee

The Year 2000 Special Committee was created:

1) to study the impact of the Year 2000 technology problem on the Executive and Judicial Branches of
the Federal Government, State governments, and private sector operations in the United States and
abroad;

2) to make such findings of fact as are warranted and appropriate; and

3) to make such recommendations, including recommendations for new legislation and amendments to
existing laws and any administrative or other actions, as the Special Committee may determine to be
necessary or desirable.

For moreinformation on the Special Committeeonthe Y ear 2000 Technology problem, seethe Committee’'s
websiteat: www.senate.gov/~Y 2K/index.html

House of Representatives Hearings Held

The hearingslisted below pertain only to the Department of Veterans Affairs. Other hearings can befound at
www.house.gov/valissuesyear2000/y 2k.html

House Committeeon Veterans Affairshearingson VA Y ear 2000 issues

1998
1. Oversight and Investigations Subcommittee Reviews VA Department’ sReadinessfor Year 2000,
September 24, 1998

1997
1. Year 2000 (Y 2K) computer complianceissues and their impact on the Department of VeteransAffairs,
September 25, 1997

2. Department of Veterans Affairs effortsto achieve computer compliancewith Y ear 2000 Requirements, June
26, 1997

Senate Hearings Held
Other hearings can befound at www.senate.gov/~y2k/index.html

1. Utilities
Lead Committee Member: Chairman Bennett, June 12, 1998, Washington, D.C.
Hearing to Discuss Chances the Millennium Bug Will Cause the Nation’s Power Grid to Fail

2. Health Care Services
Lead Committee Member: Vice-Chairman Dodd, July 23, 1998, Washington, D.C.
Hearing: Will the Health Care Industry Be Prepared for the Year 2000?
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GAO Testimony, Reports, and Publications

I nformation can be obtained from GAO’ swebsiteat www.gao.gov
A Testing Guide— November 1998 (GAO/T-AIMD-10.1.21)
Actions Needed on Electronic Data Exchanges— July 1, 1998 (GAO/T-AIMD-98-124)
An Assessment Guide— September 1997 (GAO/AIMD-10.1.14)

Avoiding Mg or Disruptionswill Require Strong L eadership and Effective Partnerships— August 19, 1998
(GAO/T-AIMD-98-267)

Business Continuity and Contingency Planning— August 1998 (GAO/T-AIMD-10.1.19)

Compliance Status of Many Biomedical Equipment Items Still Unknown — September 18, 1998
(GAO/AIMD-98-240)

L eadership Needed to Collect Disseminate Critical Biomedical Equipment Information—
September 24, 1998 (GAO/T-AIMD-98-310)

Potential for Widespread Disruption Callsfor Strong L eadership and Partnerships— April 30, 1998
(GAO/T-AIMD-98-85)

Severity of Problem Callsfor Strong L eadership and Effective Partnerships— September 3, 1998
(GAO/T-AIMD-98-278)

Strong L eadership and Partnerships Needed to Address Risk of Mg or Disruptions— August 17, 1998
(GAO/T-AIMD-98-266)

Strong L eadership needed to Avoid Disruption of Essential Services— March 24, 1998
(GAO/T-AIMD-98-117)

Strong L eadership and Effective Partnerships Needed to Mitigate Risks— September 1, 1998
(GAO/T-AIMD-98-276)

Strong L eadership and Effective Partnership Needed to Reduce Likelihood to Adverse Impact —
September 2, 1998 (GAO/T-AIMD-98-277)

Telecommunications Readiness Critical, Yet Overall StatusLargely Unknown— June 16, 1998
(GAO/T-AIMD-98-212)

Testing and Other Challenges Confronting Federal Agencies — June 22,1998
(GAO/T-AIMD-98-218)
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U.S. Genera Accounting Office. Medicare Transaction System: Serious Managerial and Technical
Weaknesses Threaten Modernization. Washington, D.C. — 1997.

U.S. General Accounting Office. \ieterans Benefits Computer System: Uninterupted Delivery of Benefits
Depends on Timely Correction of Year-2000 Problems. Washington, D.C. — 1997.

U.S. General Accounting Office. \ieteransHealth Administration Facility Systems. Some Progress
Madein Ensuring Year 2000 Compliance, But Challenges Remain. Washington, D.C. — 1997.

Articles and Publications

Hospital Computers Not Prepared for Next Century, Survey Finds.
Health Care Strategic Management. Apr. 1997.

McCormick, J. Beyond the Hype: Proved Strategiesfor Fixing the Year 2000 Problem.
Health Data Management. Jan. 1998.

McCormack, J. 2000: How Are VendorsFixing Their Year 2000 Problems?
Health Data Management. Jun. 1998.

Patient Careat Risk from Millennium Bug. Computer Weekly. Aug. 5, 1997.

Quayle, C. Year 2000: Bug or Bugaboo? Either Way, Start Upgrading Your Facility’ s Equipment for the New
Millennium. Health Facilities Management. Feb. 1998.

Shimkus, J. Millennium Metdown: CodeBlue2000. Trustee. April 1998.
Vowler, J. How Lethd I1sthe Millennium Bug? Computer Weekly. June 11, 1997.
Year 2000: Hospitals Diagnose Themselvesin Critical Condition. Computerworld. Mar. 2, 1998.

You Don't Haveto Go it Alone. Materials Management in Health Care. Nov. 1997.

*Thisis not an all inclusive list. Many other courses were available.
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1998 Educational Programs*

Below isalist of organizationswhere conferences have aready occured. Proceedingsareavailablefrom
sponsoring organizations. Similar workshopsmay be added in 1999. Contact the sponsoring organizations
directly for moreinformation.

Date: June3

Program: Ensuring High Standards of Patient Care
Location: Teleconference

Host: GeorgiaHospital Association

Date: June5
Program: The Year 2000 Problem: What Every Lawyer Needsto Know (part of Ninth Annual
Advanced Computer Law Seminar)

Location: Dayton Convention Center, Dayton, OH
Host: The University of Dayton School of Law

Date: June9

Program: Year 2000 | ssues(session at KansasHospital Association’s Summer Educationa Seminar)
Location: SalinaHoliday Inn, Sdina, KS

Host: KansasHospital Association

Date: June10

Program: Developing a Solid Contingency Plan
Location: Teleconference

Host: GeorgiaHospital Association

Date: June 18-19

Program: Year 2000 Computer Crisis: The Litigation Summit
Location: Hyatt Regency, Atlanta, GA

Host Fulcrum Information Services, Inc.

Date: June22-23

Program: Year 2000 Millennium Bug: Legal Liability & Risk Avoidance
Location: Watergate Hotel, Washington, D.C.

Host: Nationa Professional Communications Company

Date: July 13-17
Program: American Society Healthcare Engineering Annual Conference (various Year 2000
sessions offered)

Location: Denver, CO
Host: American Society of Hedlthcare Engineering

*Thisis not an all inclusive list. Many other courses were available.
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Date: July 30-31

Program: Year 2000 Computer Crisis: The Litigation Summit
Location: Hyatt Regency, San Francisco, CA

Host: Fulcrum Information Services, Inc.

The Joint Commission on Accreditation of Hedlthcare Organi zations (JCAHO) isproviding aseries of
educational programson the Year 2000 entitled, “ Preparing Your Healthcare Organization for the Year 2000.”
The programsare offered in cooperation with sponsorsfrom around the country and includethefollowing dates:

November 16, 1998 Lincoln, NE
December 7, 1998 Roanoke, VA
January 25, 1999 Boston, MA

March 5, 1999 Ddlas TX

April 9, 1999 Greensboro, NC
April 21,1999 Columbus, OH
May 3, 1999 Oklahoma City, OK
September 23, 1999 Northbrook, IL

For further information, please contact the customer service department at (630) 792-5800, or |ook for the
program on JCAHO' swebsite: www.jcaho.org
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Thefollowing table provides an example of how one organization prioritized itsmedical devicesbased onthree
categories. High Dollar Value (over $250,000 per product), High Volume (multiplesat each site), and Critical
Care/Life Support. A similar approach could be taken by any health care organization.

Prioritization of Medical Devices

High High Critical Care/
Manufacturer Device $ Value Volume Life Support
Abbott Lab X
Acuson X
ADAC X
AMSCO (See Steris Corp) X
ATL (Adv Tech Lab, 9-19-97)
Baxter Rx Dispensing Systems X
Bayer Corp (Technicon) X
Biotronik X
Bird X
Cardiac Pace (See Guidant) Pacemakers X
Cemax-lcon X
Circon X
CMS (Comp. Med. Sys.) Radiation Planning X
Cobe X
Cordis (Pacesetter St. Jude Medical Co) Pacemakers X
Diasonics Ultrasound X
ELA Medical X
Elscint X
Fresenius X
Fuji X
Gambro (See COBE) X
General Electric X
Guidant Pacemakers X
Hewlett Packard X X X
IMED (See ALARIS) X
Intermedics X
IVAC (See ALARIS) X
Kodak X
Liebel-Flarsheim
Marquette (CGE) X X
Medtronic
Mennen
Nellcor Puritan Bennet X
North American Draeger
Ohmeda
Pacesetter St. Jude Medical Co. Pacemakers
Philips Medical Sys X
Physio Control Defibrillators X
Picker CT, MRI X
Sharplan
Siemens X X
Siemens-Elma (See Pacesetter St. Jude Medical Co) Pacemakers
Spacelabs X X
Steris Corporation X
Sterling Diagnostics X
Teletronics (See Pacesetter St. Jude Medical Co) Pacemakers X
Theratronics X
Toshiba X
Valley Lab X
Varian X
Ventritex (See Pacesetter St. Jude Medical Co) Pacemakers X
Viatron (See Medtronic)
Zoll X X

x

x

x

XX XX ]X]X|X

x

XXX ([X

x
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Sample

Developed to Meet JCAHO Environment of CarePolicy Agendafor the Year 2000
Contingency Plan M edical Equipment M anagement Program Addendum — 6/22/98

Year 2000 Readiness

Introduction: The Year 2000 (Y 2K) millennium changewill present certain challengesto the operation of
computer-based M edica Equipment throughout the Medica Center. All microprocessor based equipment that
utilize atwo-digit codeto represent the year will be affected. Thisaddendum will summarizethe[Medica
Center] VA Biomedica Engineering Department’ sresponse to managing risks associated with the Year 2000
issueasit pertainsto al diagnostic, therapeutic, and monitoring equipment throughout the hospital .

Thefacility hasformulated aY ear 2000 response team consisting of the Chief, Biomedical Engineer as
coordinator, the Chief, IRM and the Research Administrator. A reporting structurethrough the Medical Center
Director to the hospital network has been established. All reportsgo through the Medical Center Director to
the Chief Information Officer, hospital network. Thehospita network holdsmonthly video tel econferenceson
thesubject of Y ear 2000 for the Medical Center representatives.

Responsbility: The Biomedical Engineering Department has complete respongbility of managing theclinica
and physical risksassociated with the use of medica equipment. For the purpose of thisaddendum, medical
equipment will pertainto al diagnostic, therapeutic, and/or monitoring equipment utilized within thefacility.

Action: Biomedica Engineeringwill takethefollowing action to minimizetherisk of Y ear 2000 on medica
equipment:

A. Inventory all Medical Equipment. The Biomedical Engineering Department utilizestheinventory system
for tracking al medica equipment. Thisinventory ismaintained to track any and al actions associated with
medica equipment. Year 2000 assessments, reports, updates, and costswill berecorded intheinventory
system and transmitted to the hospital network officefor tracking.

B. Assessment. All medical equipment will be assessed for Year 2000 compliance status based upon the
following categories:

Fully Compliant (FC) — A medical devicethat functions properly in al aspects upon the changeto the
Year 2000 without requiring user intervention.

Conditionally Compliant (CC) —A medical devicethat requires user interventionto function properly in all
aspectsupon the changeto the Y ear 2000. Thismay include amanufacturer software and/or hardware
update or other one-time user action.

Non-compliant (NC) — A medical devicethat will not function properly in al aspectsupon the changeto
the Year 2000 and no manufacturer remedy or support isavailable.
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Not Applicable (NA) - A devicefor which there are no electronic components and thereforeno Y ear
2000implications.

C. Documentation. Asstated, theinventory system softwarewill be used for all medical equipment Year
2000 documentation. Sourcesof confirmed Y ear 2000 status communicationwill be:

FDA Website— www.fda.gov/cdrh/yr2000/year2000.htm
Manufacturer | etter or website
Local assessment

Local assessmentswill only be performed on those devicesthat are clearly Y ear 2000 compliant or Not
Applicable. Thesewill be defined as devicesfor which thereisalow criticality and no microprocessor
involvement and those devicesthat have no € ectronic components.

D. Reporting Structure. Thehospital network requiresmonthly reporting of time associated with Year 2000
issues. Thistimewill betransmitted by the Chief, Biomedica Engineer to the hospital network Year 2000
coordinator through theuse of electronic e-mail (MS Exchange). Inaddition, the hospital network requires
quarterly updates on Medica Equipment Year 2000 assessments. Again, thesewill betransmitted
electronically through the use of MS Exchange.

Interna reporting will utilizethelocd VitA DHCPe-mail system and an e-mail group consisting of:
Associate Medica Center Director, Chief, IRM, Chief FMS, Chief, Biomedica Engineering, Chief, MAS,
Research Adminigtrator, and M A Srepresentative for Telecommunications.

E. Renovation. All medical devicesclassfied as Conditionaly Compliant or Non-compliant will require one
of thefollowing actions.

Replacement

Software Upgrade

Hardware Upgrade

Software and Hardware Upgrade
Decommisson

Biomedica Engineering will beresponsblefor initiating the above actionsfor any devicesin those
categories. A report to the Chief, A& MM for Equipment Committeereview will be prepared to address
budgeting forecasts. Coordination of upgradesand replacement will be supervised by Biomedical

Enginesring.
F. Contingency Planning.
Medical Equipment Contingency Plan Objectives: Theobjectivefor contingency planningisto provide

guidancefor continued operation of mission critical devicesin the event of adverse Year 2000 compliance
ISSues.
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Criteriafor Invoking thePlan: Thefollowing plansshould beimplementedintheevent that :

1. A medica device can not berenovated successfully to adhereto Year 2000 compliance and the
deviceremainsinuseandismissoncritica.
2. A medica deviceexhibitsan unanticipated Year 2000 deficiency after 12/31/1999.

Expected Lifeof thePlan: Thisplan should beimplemented with adequatetimefor implementation (as
deemed appropriate by the organization) and continuein effect until asuitable permanent solutionis
identified and implemented.

Responsibility: Appoint anindividua (s) who will beresponsiblefor implementing Y ear 2000 medical
device contingency plans. All respongbility lieswiththe (pecify — e.g., Biomedica Engineering
Department).

Proceduresfor Invoking Contingency Planning:
Non-compliant Devices

Prior to 12/31/1999, contingency planning must be devel oped by each organization for those devicesthat
have been assessed as Year 2000 Non-compliant. The contingency plan should take into account whether
thedeviceismission critical or not, and could take one of thefollowing forms:

1. Deviceisnot missoncriticd, isnolonger necessary, andisretired prior to 12/31/1999.

2. Thenon-compliancefor the particular devicerequiresonly adate change after 12/31/1999 to operate
according to the manufacturer’ soriginal specifications. 1nthese cases, thedevicewill be discontinued
fromuseonor prior to 12/31/1999. After 1/1/2000, the date will be correctly programmed, the device
will bethoroughly tested by quaified personnel and, upon successful testing, returned to use.

3. Devicewill beremoved from service prior to 12/31/1999. A suitablereplacement will beidentified,
purchased, and placed into use prior to 1/1/2000.

Conditionally Compliant Devices

For those devicesthat have been assessed as Conditionally Compliant, based upon acorrective action
required, the contingency plan can beasfollows:

1. Eachdevicewill beinventoried and coded “ Conditionaly Compliant”. A dateof estimated compliance
completionwill berecorded. Theinventory will alow for tracking and reporting al conditionally
compliant deviceslisted with date of anticipated correction.

2. If aconditionaly compliant device hasnot received corrective action to bring the deviceto full Year
2000 compliance prior to 12/31/1999, the device will be treated asanon-compliant device and the
contingency plan can follow the appropriate plan asoutlined above.
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3.

Once adevice hasreceived corrective action to bring to full Year 2000 compliance and istested to
verify compliance, no further action will berequired.

G. General Guiddines.

Toensure Year 2000 readiness, health care organi zations should take the following additional precautions.

1.

| dentify aternate sourcesfor non-compliant and conditionally compliant devicesthat have not received
one of the aforementioned contingencies. These sources must be capable of delivering asuitable
replacement devicethat isfully Year 2000 compliant. Verify availability and ensurethat cost
mechanismsarein placefor immediate need.

A'Y ear 2000 response team should bein place 12/31/1999 through 1/1/2000. Thisteamwill consist of
individuaswho are capabl e of responding to emergency medica equipment failures. Theresponsbility
of theteam would include unantici pated emergency responseto critical equipment failure.

The[health care organi zation] should establish acorrespondent rel ationship with another local hospitdl.
Thismay assist in provision of necessary suppliesinthe event that the norma suppliersare

incapacitated.

Implementation of contingency plansinatimely manner iscritica to success. If timeframesfor updates/
upgrades experience repeated delays, it may be an indication that acontingency plan should be

deve oped and implemented promptly. Specid careto scrutinize established timeframeswill minimize
these occurrences and thelr respectiveimpact.

Communication of al contingency planswith the proper clinica and adminigtrative personnel isessential.
Whereclinicd interventionisidentified for immediate action, “dry” runsshould be performed. Thismay
involve emergency disaster planning and will enable each Siteto assesspersonnel levelsnecessary to
implement, sufficient materids, and efficiency of action.
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Procurement Guidelines*

Objectives

Procurement departments play amgor rolein Y ear 2000 projects. Acquisition and Materiel Management

(A& MM) departmentsareresponsiblefor al vendor contracts. They areresponsiblefor theinitial negotiation
of new contracts, review and extension of existing contracts, and resol ution of performanceissueswith vendors.
Thus, they have considerable leverage over vendors and are an important checkpoint in the compliance process.

Loca Acquisition and Materiel Management departments must ensurethat all existing and new contractshave
Year 2000 languagein place. It isalso recommended that facility equipment committeesbe reminded of
purchasing equipment that iscompliant. VA usesan exampleutilizing Federd Acquisition Requirements (FAR)
language. Thislanguage can be modified for individua contracting purposes.

In accordance with FAR 39.106, all items under this contract that contain infor mation technology
that performs date/time processing, shall be Year 2000 compliant, or must be upgraded to become
Year 2000 compliant prior to the earlier of the following:

a)

b)

The earliest date on which the information technology may be required to perform date/time
processing involving dates later than December 31, 1999, or on December 31, 1999.

Software for operation of the system; image acquisition, manipulation, reconstruction, analysis,
and display; and maintenance of the system shall be provided by the contractor. The software
updates compatible with the offered system's hardware shall be kept current at no cost to the
Government as long as the equipment isin use in the VA or other Government agency health
facility.

For the purpose of this clause, updates are defined as all modifications to correct or improve
system operation and current functions. Upgrades, defined as providing additional functions,
will be made available for purchase. Software revisions or modifications, which include both
updates and upgrades, must be provided at no cost. The contractor may restrict added functions
if restriction does not limit existing functions.

* Thisis an example of procurement guidelines sent out to VA medical centers. It was recommended that a similar
document be produced for each department within the network.
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Acceptance Test — Formal tests conducted on aproduct to determinewhether asystem satisfiesits
acceptance criteria. Acceptancetesting enablesthe customer to determinewhether to accept asystem.

Assessment Phase—Theinterval inthe Y ear 2000 lifecyclewhen efforts center on determining thesize,
scope and approach required to renovate the portfolio of applicationsand products so that they will
continueto function correctly regardless of date changes. Theapplication portfolioispartitionedinto
upgrade unitsand project plansare devel oped for each upgrade unit. A pilot project issometimes executed
asapart of thiseffort to help determine metricsused to refine the estimatesfor the upgrade units.

Awar eness Phase— Period in the Year 2000 lifecycle when effortsfocus on promoting Year 2000
awarenessat al levelsacrossthe enterprise. The Awareness phaseidentifieskey pointsof contact
throughout the enterprise; during thisperiod, pointsof communication are established and informationis
made available, laying thegroundwork for thelater phasesin the Year 2000 lifecycle.

Bridge— Interface routines between applications, databases, and/or external interfacesthat support date
expansion or contraction to reconciledate format differences between applicationsand datasets. These
bridgesare used to convert datesto the proper format (e.g. converting two-digit year datesto four digits, or
viceversa) depending on the requirements of /for an application, adatabase, or an external interface.

BusinessPlan —An action plan that the enterprisewill follow on ashort-term and/or long-term basis. It
specifiesthe strategic and tactical objectives of the company over aperiod of time. The plan, therefore, is

time dependent; it will changewith theenterprise. Although abusinessplanisusualy writteninastyleunique
to aspecific enterprise, it should concisely describe”what” isplanned, “why” itisplanned, “when” itwill be
implemented, by “who” and*“how” it will begauged. Thearchitectsof the plan aretypicaly the principal s of
theenterprise.
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Certification —For aproduct, it isthe sign-off by arecognized authority that aparticular product has passed
successfully through the validation/testing phaseand is Year 2000 compliant. Certification isal sotheprocess
that isused to determine Y ear 2000 compliancefor aproduct. Certificationisthefina stepinthevaidation/
testing phasefor migrating therenovated systemsto theimplementation phase.

Compliance—Y ear 2000 compliant application systemsare capabl e of correct identification, manipulation, and
calculation into the next century (i.e., using dates outside the 1900-1999 year range) and have been tested as
such. Thisdefinitionalowsfor short-term compliance using procedural approachesand long term compliance
utilizing dataapproaches. VHA usesFAR 39.002 asthe statement of compliance.

Compliance Strategy — The approach to storing, exchanging, and processing dateinformation that asystem or
group of systemswill useto mitigate Year 2000 impacts. See Redevelopment, Renovation, and Replacement.

Component —A singleresourcewith defined characteristics. The component concept isused in defining precise
specificationsfor testing thevalidity of variousresources. These componentsare a so defined by their
relationship to other components.

Conditionally Compliant —A medical devicethat requiresuser inverventiontofunctioninall aspectsuponthe
changeto the Year 2000. Thismay include amanufacturer software and/or hardware update or other one-time
user action.

Configuration M anagement —The continuous control of changesmadeto asystem’ shardware, software,
and documentation throughout the devel opment and operationa life of the system.

Contingency Plan —Inthe context of the Year 2000 program, aplan for responding to thelossof asystem
duetoaYear 2000 problem. In general, acontingency plan describesthe stepsthe enterprise would take—
including the activation of manua or contract processes— to ensurethe continuity of itscorebusiness
processesin theevent of aYear 2000 induced system failure.

Date Expansion —A physical solutionthat usesfour digitseverywhereto represent theyear. Duringthe
renovation phase all dataset/database year dates are expanded to four digits, and datatypesfor date references
for theyear in applicationsare converted to handlefour digits. Usudly, al screensand reports must be modified
to accept four digit years. For example, see Window.

Detailed Analysis—Providedetailed information about system exposureto aid in selecting arenovation
approach and establishing system priorities. Requiresuseof “analyss’ toolsdesigned toidentify complexity
(useof embedded logic, literds, datefieldswithin record keys, incons stent naming, mixed formats, etc.).
Analysisincludes source code, files, databases, sorts, reports, screens, call modules, and copy members.

Debug—With software, to detect, |ocate, and correct logical or syntactical errorsinacomputer program.

Embedded System —Generdly weapons, navigational, security, warning, guidance, medica devices, safety
equipment, HVAC systems, and other redl time systemsthat employ computing in performing their functions.
Anembedded systemwill usually have amicroprocessor or micro-controller that isacomponent of somelarger
devicethat performsreal-time operations.
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Encoding—A renovationtechniquethat allowsadditiona century information to be packed into existing
application parametersand datafields, leaving existing dataset fiel dsand application date references unchanged.
Encoding and decoding routines are devel oped to pack and unpack (storefretrieve) dateinformation from these
encoded dataset parametersand fields. An alternativeto date expans on or windowing for remediation of
sysems.

FDA —U.S. Food and Drug Administration

Functional Testing—Theprocessof verifying that aproduct’ sfunctionsperform as specified.
GAO-U.S. Genera Accounting Office

| EEE —Institute of Electrical and ElectronicsEngineers, Inc.

I mpact Assessment —That portion of the Year 2000 lifecyclethat identifiesthe at-risk products, describes
their atributesin alibrary, and determinestheir status. Anorder of magnitude of the size, scope, and
complexity of the Year 2000 problemisestablished based on thisinventory of information on the attri butes of
theat-risk products. Theskill sets, resources, and amount of effort required to bring the productsinto Year
2000 compliance are estimated.

I mplementation Phase—Thefinal portion of the Year 2000 lifecycleinwhich effort isfocused on moving the
Year 2000 compliant systemsinto production modewith minimal impact to production.

I mplementation Strategy — Systematic approach designed to place certified Year 2000 compliant systems
into production; addressesresourcesto be used and how each will be utilized.

I ntegrated Product Team (IPT) —A multidisciplinary team led by the Program Manager. AnlIPT isincharge
of acquisition of aproduct or servicethroughout the product’ slifecycle; team membersrepresent those functions
withamajor interest in the project; member disciplines should includetechnical, business, project, schedule,
procurement, finance, etc., asappropriateto the product under acquisition.

I ntegration Testing— Theorderly progression of testing in which software e ements, hardware elements, or
both, are brought together, combined, and tested until al interface/communication links have been integrated.
Bringsrenovated product components or software unitstogether, and determinesif thereare problemsor faults
intheir interactions. Integrationisusually employed asabottom-up method, and isakey element of testing both
internal and externd interfaces.

I nter face— Theinformational boundary between two products, components, elements, or modules. Interfaces
areusudly classfiedinto“internd” and*“ externd” interfaces.

I nventory —The process of collecting system product datain adatabase, and reporting it to appropriate
enterprisepersonnd. Inventoriesarecritical to the sizing and scoping of the Year 2000 effort, and theinventory
dataof productsand their attributesis used to support and justify cost estimates, system status, interface status,
and certificationinformation.
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| RM —Information Resources M anagement

| SO 8601 — Thisdate standard has been adopted by the Federa Information Processing Standard and isthe
recommended format to be used ininterfacesthat exchange date formatswith external agenciesand
organizations. ThelSO 8601 formatis. CCYYMMDD where:

CC =century
YY =year
MM = month
DD =date

L eap Year — Therearethreefactorsused to determinewhich yearsareleap years. Leap yearsoccur every
four years. If theyear isdivisibleby four (4), itisaleap year, unlesstheyear isdivisibleby 100 (thenitisnot a
leap year). However, if theyear isalso divisibleby 400, thenitisaleap year. Theyear 1900 wasnot aleap
year; theyear 2000 isaleap year.

L ifecycle—Period of time beginning when asoftware product is conceived and ending when the product isno
longer availablefor use. TheY ear 2000 lifecycleistypically brokeninto phases, such as, 1) Awareness, 2)
Impact Analysis, 3) Renovation, 4) Vaidation/testing, 5) Implementation, and 6) Operation and Maintenance.

Lineof Code (L OC) —Usualy anumber representing thetotal count of al linesof code (code statementsina
module, application, or system), including executabl e code, declarative statements, comments, and blank lines.

Management I nfor mation Systems (M| S) —Generally support related systems such aspayroll, personnel,
and inventory control systems. Alsoreferred to as Automated Information Systems (AlS).

Metrics—A rulefor the conduct of some measurement of some characteristic. Theresultsof performing the
rule of measurement. Common software measurementsinclude LOC, and quality measures.

Millennium — A thousand-year period marked at the end by aparticular event.
Millennium Bug—Term a so used to describe the Year 2000 problem.

Mission Critical —A product or system essential to the successful operation of an enterprise. Failureof a
mission critical system cannot betolerated by theenterprise.

M odule—A moduleisaseparately invoked element of asystem.
OEM —Origina Equipment Manufacturer

Operating System —The software which schedul etasks, all ocates storage, handlestheinterfaceto periphera
hardware, and presentsadefault interfaceto the user when no application program isrunning.
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Platfor m — Thefoundation technology of acomputer system. Typically, aspecific combination of hardware and
operating system.

Potential ProblemsResulting from Year 2000—Ambiguousor erroneous cal culations, erroneous sorts,
spurious data selection criteria. archived dataproblems, datafile corruption, dates as parts of namesor security
passwords, leap year related problems, and non-date functionsusing system datefieldsfor hashing, generating
random numbers, or recycling tapes.

Pr ocess— The sequence of stepsthat are performed in accomplishing sometask, procedure or operation.
Examplesaretheworkflow processesthat an organi zation usesin devel oping asoftware product, system,
upgrade, or system validation/testing. Processesusually involve multiple stages, multipletypesof activities, and
often, performing themin parale may optimize someof theactivity’ sprocesses.

Project Management Plan (PM P) —Definesthe organization’ soverall strategy indetail. AddressesY ear
2000 goasand supporting objectives. Essential to Y ear 2000 management effortsat the and devel opment/
maintenancelevels. Documents acquisition and resol ution strategies, certification and accreditation processes,
cost/benefit analyses, performance measures, management approaches, responsbilities, configuration
management, etc.

Quality Assurance (QA) —All the planned and systemati c actions necessary to provide adequate confidence
that aproduct or servicewill satisfy given requirementsfor quality.

Redevel opment — Current application/system isreengineered using anew technology such asclient server or
an existing technology prior to itsevent horizon.

Regression Testing— Rerunning test casesthat aprogram has previously executed correctly to detect errors
created during renovation or modification activities. Testing that isperformed after making afunctional
improvement or repair of an application. Regression testing isused to determineif achange has affected the
correct operation of the system.

Rdiability — The probability that agiven product will satisfactorily meet its specificationsin the performance of
arequired task or missionfor agiventimeperiod.

Remediation —Describesthefix or conversion of at-risk Year 2000 code or datato achieve Year 2000
compliance. See Date Expansion, Encoding, Window.

Renovation —M odifying an applicant/system to meet the year 2000 compliancerequirement (usualy
transparent totheuser). Includesshort term“survival” approachesalong with long-term approaches.

Renovation Phase— Period in which effortsfocus on making non-compliant systems compliant.
Renovation Strategy — Systematic approach designed to ensure Year 2000 compliant systemsare made

compliant using either the data approach, procedural approach, or both; addresses resourcesto be used and
how eachwill beutilized.
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Replacement — The current application/system isreplaced by another application/system prior toitsevent
horizon.

Requirement —A condition, capability, or other specified factor that aproduct must possessto satisfactorily
solveaproblem, satisfy auser, or otherwise achieve an objective.

Risk Assessment —A continuous process performed during al phases of system development to providean
estimate of the damage, | oss, or harm that could result from afailureto successfully developindividual system
components.

Risk M anagement —A management approach designed to reducerisksinherent to system development.

Softwar e—Computer programs, procedures, rules, other filesand associated documentation and data
necessary to the operation of acomputer system.

Strategic|RM Plan —A long-term, high-level plan that definesasystematic way of how the agency will use
information technol ogy to effectively accomplishtheagency’ smissons, god's, and objectives.

System — By necessity, avery generd “ context sensitive” term. Thel EEE Standard Glossary of Software
Engineering Terminology definessystem asa* collection of componentsorgani zed to accomplish aspecific
function or set of functions.” 1t also definesasubsystem as* asecondary or subordinate systemwith alarger
system.” MIL-STD-498 (5 December 1994) triesto deal with the potential ambiguity asfollows:

a. Theterm“system,” asusedinthisstandard, may mean: 1) ahardware-software system (e.g., aradar
system) for which thisstandard coversonly the software portion, or; 2) asoftwaresystem (e.g., a
payroll system) for whichthisstandard governsoverall devel opment.

b. If asystem congstsof subsystems, al requirementsin thisstandard concerning system apply to the
subsystemsaswell. If acontract isbased on aternativesto systemsand subsystems, such ascomplex
items, the requirementsin thisstandard concerning the system and its specification apply to these
aternativesand their specifications.

Test —Theexamination and analysisof aproduct or aproduct component to determinethat it isworking or
performing correctly.

Testing— Theexecution of asystem product inareal or smulated environment to identify defectsand/or
determinethat requirement specificationsare met. The measurement and eval uation of aproduct’ sattributesand

capabilities.

Unit Testing— Unit testing is used by the devel opersto expose faults on each software unit asthe unit iscoded
or modified. Themoduleistested asit becomesavailableand isevauated against itsdesign specifications,
ensuring coverage of themodulesfunctionsand capabilities.

Utilities—Computer programs designed to perform maintenance work on the system or on system
components— e.g., astorage backup program, adisk or filerecovery program, or aresource editor.
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Validation Phase—PeriodintheY ear 2000 lifecycleduring which effortsare focused on thetesting of the
renovated product, the certification process, and the accreditation of systemsfor Y ear 2000 compliance.
Determination of the correctnessof thefinal program or software produced from adevel opment project with
respect to the user needs and requirements.

Verification — Theprocess of determining that aproduct in agiven phase of the Y ear 2000 lifecycle satisfies
theinput criteriafor that step, and that the eval uation or analysisinthat step can betraced to theincoming

obj ectives established during the previous phase. Techniquesused for verificationincludetesting, inspection,
andreviewing.

VHA —VeteransHedth Administration

Window —VHA procedura remediation technique (alogica approach asopposed to adatasolution (physical
solution)) for converting datesto and from applications or datasetsthat usually leavesexisting two-digit
applicationsand data setslargely unchanged. Windowing will work for datesthat span at most 100 years.
Therearetwo mgjor formsof windowing. Thewindowing solution normally involvesfewer changestothe
applications code and data set, since the datereferences and dataare not expanded. However, thewindowing
solution introducesthe possibility of ambiguity ininterpreting date data (both oninput and output to screensand
reports), adds processi ng to the code, and ismore complex to maintain than adate expansion solution.

Year 2000 Compliant —A system that has been validated and shown to perform properly on datesthat span
both the 1900s and 2000s, and does not burden the user with limitations or constraintsthat would beimposed
by a'Year 2000 ready product.

Year 2000 Life Cycle—A conversion model comprised of five phases, each representingamajor Year 2000
activity for bringing asystem product into Y ear 2000 compliance. Thefive phasesare:

a. Awareness- Thedefinition and understanding of the year 2000 problem asit pertainsto an enterprise.
Thegaining of executivelevel support and sponsorship, and staff appreciation of the potentia Year
2000 impactsto theenterprise.

b. Assessment - Inventory of at-risk productsand valuation of the year 2000 impact on the enterprise;
development of arisk program and i dentification of contingency plansto handle dataexchangeissues,
triage (prioritize) systemsby identifying thosethat aremission critical.

c. Renovation- Theremediation of theat-risk productsto bring theminto Y ear 2000 compliance. The
conversion, replacement, or elimination of selected products, platforms, systems, or applications,
including themodification of interna and externd interfacesto remove date ambiguities.

d. Vaidation- Thetesting, validation, and certification of the converted or replaced product.

e. Implementation - The cutover of thevalidated system into production.
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Year 2000 Pr oj ect Office— The coreinformation technology (1 T) team responsiblefor coordinating Y ear 2000
renovation effortsand Y ear 2000 compliancefor all at-risk products acrossthe enterprise. Responsibilities
include communi cation, cooperation across organi zations, skillstransfer, tool management, third-party
relationships, and resolution of infrastructureissues.

Year 2000 Safe—An application or product that isprevented from causing or setting detrimental courses of
actioninmotionwhenitfails.
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